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1. Introduction.

The Board of Governors in Whiteabbey Primary School has a policy on the safe, healthy, acceptable and effective use of the Internet and other digital tools, (e.g.: acceptable use of mobile telephones & hand-held gaming devices which have downloadable capabilities).  They also promote safe and acceptable practices for all staff and pupils.

The Department of Education has stated that each school must have these policies in place regarding safeguards, accessibility and supervision.

Whiteabbey staff will ensure that with your help the rules and guidelines stated in this booklet are reinforced to the best of our ability. Parts of this booklet are based on “Acceptable Use of the Internet and Digital Technologies in Schools”, (DENI Circular 2007/1 – 18 June 2007), “Internet Safety” (DENI 2011/22 – 27 September 2011) and “eSafety Guidance” (DENI 2013/25 – 6 December 2013).

In accordance with the Department of Education it is necessary for parents to give permission for their son/daughter to use the Internet in school. This is completed through our Parentmail system. 
Rationale

At Whiteabbey, we encourage use by pupils of the rich information resources available on the Internet, together with the development of appropriate skills to analyse and evaluate such resources. 
The DENI circular 2016/27 states that: 

“We want pupils to have the opportunity to avail of all the positive benefits that come from learning, exploring and connecting with each other online. However, in doing so, they need to know how to protect themselves.”
Staff and pupils are encouraged to use this resource well and safely. Wherever possible, staff will select online resources designed specifically for pupil use. At times, the Internet may provide access to information that has not been selected by the member of staff.  

Key Principles

This policy rests on four key principles:

i) Access to life-long learning and employment increasingly requires computer and communications use and pupils need to develop ICT life skills in their use. The Internet and other technology-based tools are very powerful resources that can enhance and potentially transform teaching and learning when used effectively and appropriately.

ii) Technical safeguards are provided and maintained by C2K to ensure that the educational use made of such tools within schools is safe and secure, while protecting both the users and the systems from abuse. 

It must be accepted, however, that no matter how rigorous such measures may be, they will never be completely effective.

iii) Ensuring that all users are taught, and that they learn and exhibit, safe, responsible, ethical, moral, legal, healthy, intelligent and effective working practices.

This is an important educational goal which is our responsibility as a school to promote, and for staff to model, at all times. 

iv) Deliberate abuses which arise within school should be subject to the rules and regulations of the school; and as a school we will ensure that our rules and regulations are kept up to date to enable the pupils to act appropriately and effectively when required (see Rules Appendix 1)

Deliberate abuses which happen outside school, whether present or past pupils, but which impinge upon or affect school pupils and staff, will be dealt with through appropriate police and legal action.

2. Management Responsibilities.

· Network administrators

Classroom 2000 (C2k) is the project responsible for the provision of an information and communications technology (ICT) managed service to all schools in Northern Ireland. It provides a safety service which should ensure educational use of resources is safe and secure, while protecting users and systems from abuse and inappropriate or unwanted information. 

When using desktops and laptops 
Some of these safety services include: 

· Providing all users with a unique user name and password 

· Tracking and recording all online activity using the unique user names and passwords 

· Scanning all C2k email and attachments for inappropriate content and viruses Filters access to web sites 

· Providing appropriate curriculum software. 

When using Ipads and other mobile digital devices 
iPads use C2K Wireless. 

In C2K Wireless: 

· There is no unique login, meaning that staff and pupils have access to the same filtering policy. 

· Sites categorised under the Internet Advanced Security Group(e.g. Shopping) and Internet Streaming Security Group (e.g. Youtube and BBC iPlayer) are fully available. 

· Sites categorised under Internet Social Networking group are partially available (e.g. Twitter and LinkedIn are available). Facebook remains unavailable. 

· All other sites blocked under C2K Guest trusted remain blocked under C2K Wireless 

· While C2K have put in place some measures to mitigate against the risk in terms of Google and Bing search engines, there remains an element of risk of inappropriate search results being viewed. 

C2k reserve the right to review files and communications to maintain system integrity and ensure that the users are using the system responsibly.  They will respect the right to privacy whenever possible. It should be accepted, that however rigorous these measures may be, they can never be 100% effective. Neither the school nor C2K can accept liability under such circumstances.  
· Staff

This policy has been devised following guidelines from Department of Education, (Circular 2007/01 & 2013/25), and is endorsed by both the Principal and Governors as it is implemented throughout the school.  The ICT Team led by the ICT Coordinator and Principal are responsible for all Internet Safety issues within the school and, in conjunction with the School Management, review this policy.

· Pupils

Senior School pupils, (P4 – P7), have unique usernames and passwords. P1-3 use a 4 digit user code.  Pupils must be aware that the ICT Co-ordinator, Principal and staff reserve the right to enter any pupil’s folder. Pupils must remember correct netiquette when communicating online and be aware that any e-mails sent from within school are traceable by network administers, Principal, ICT co-ordinator and class teachers. Pupils must not connect to the Internet for unapproved purposes. 
· Parents

Parental permission for the use of our C2K service is sought via our Parentmail system. Parents must be aware that the access to the Internet provided to staff and pupils in school has limiting security features but that it is closely monitored by staff. The use of ICT is complimentary to the teaching already taking place and should be viewed as a valuable tool to enhance learning. Parents should, in co-operation with staff, make children aware of the rules and expectations within this Policy and support the prohibition of mobile telephones within school on the grounds that Internet access then becomes difficult to police.
Additional advice for parents accompanies this letter (appendix 3) 
· Managing and reporting incidents and securing evidence of misuse.

The school has procedures in place to deal with any incidents of technology misuse which arise.  Minor incidents, (such as plagiarism or copyright infringement, downloading materials not relevant to a subject, using someone else’s password, nuisance e-mails), will be dealt with by the class teacher.  Parents will be informed if a more serious incident occurs and disciplinary procedures will be implemented.  

The following flow-chart highlights the schools policy for responding to Internet Safety incidents. 
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3. Code of Safe Practice for Safe and Effective Use.

· School Code of Practice 
As a school we expect all users, (staff and pupils), to use internet, E-mail and digital technologies in a safe and acceptable manner.  All users must be aware that the use of the Internet in schools is a privilege and not a right and this privilege will be withdrawn if it is misused (see appendix 1 and 2) .  Both staff and pupils must limit their use of the Internet for school related purposes – examples of this include the use of e-mail, the use of the Internet to investigate and research school subjects and staff using the Internet to further develop their professional development.
Guidelines include:

· using all ICT equipment with care and respect;

· using ICT in support of the aims and objectives of the NI Curriculum;

· behaving in an appropriate manner when communicating online;

· not using obscene or racist language;

· refraining from sending offensive messages;

· respecting other user’s private folders, documents and files;

· adhering to copyright laws;

· following the ICT Suite Code of Practice;

· agreeing to C2K on line learning environment terms and conditions

· using resources wisely (including on-line time and printers). 

This code relates to technologies provided by the school (e.g. laptops, ipads, digital cameras) as well as those owned by staff, but brought onto the premises, (mobile phones, tablets.)  
Rules for the Acceptable Use of the Internet and digital devices are discussed with all pupils and are prominently displayed in classrooms. In addition to this, pupils are made aware of Internet Safety through structured lessons and also by visits from outside agencies. 
· Legal monitoring of e-mail and Internet use.
While normal privacy is respected and protected by password controls, as a publicly-funded network, documents and e-mails may be viewed and monitored by network administrators.  Staff and pupils should be aware that all searches and websites visited on the Internet, as well as all e-mails sent and received are tracked and recorded.  If a user is aware of any inappropriate use of technology a report should be made to their class teacher or ICT Coordinator.
· Community use of school ICT resources.
In circumstances where the school is used as a community resource, this policy must be adhered to.

4. Education in Safe and Effective Practices.

By promoting Internet safety and educating themselves, all adults reinforce the messages taught in school and help to equip the pupils with the skills needed to use technology safely, especially where the filtering and firewalls on C2K systems are not available.

i. Professional Development for Teachers 

Teachers are the first line of defence in eSafety; their observation of behaviour is essential in recognising concerns about pupils and in developing trust so that issues are reported. Incidents will vary from the prank or unconsidered action to illegal activity. Staff avail of training and support to determine what action is appropriate including when to report an incident of concern to the school Designated Teacher for Child Protection, the Principal or ICT co-ordinator. Additional support and advice can be sought from C2k, Social Services or the PSNI if required. 

ii Education of Pupils 

The Internet is an integral part of pupils’ lives, both inside and outside school. There are ways for pupils to experience the benefits of communicating online with their peers, in relative safety. Many resources are available as useful teaching tools for all Key Stages looking at Internet safety and are usefully incorporated into the ICT programme. 

Further information is available from the following websites:

www.thinkuknow.co.uk
www.ceop.police.uk
www.childnet.com
http://www.nspcc.org.uk/shareaware‎

https://www.ceop.police.uk
http://www.parentscentre.gov.uk/usingcomputersandtheinternet/ http://www.kidsmart.org.uk/parents
5. e-Learning.

· ‘My School’
The school has a managed computer service supported by C2K which provides us with computers in our computer suite, every classroom and a number of high quality laptops.  We have Interactive Whiteboards or promethean panels in every classroom a wireless MERU network that allows children to access their individual documents, the internet and a network printer to support their e-Learning skills development.

‘My School’ is an online tool that has some of the following features:

a. Communication tools, (e-mail, bulletin boards);
b. Collaboration tools, (online forums, intranets, electronic diaries and calendars);

c. Tools to create online content and courses;

d. Online assessment and marking;

e. Controlled access to curriculum resources; e.g.: Newsdesk, online educational videos and an area to store files.

6. Health and Safety Policy.

· General guidance.

An adult should always supervise children when they are accessing information via the Internet.  Our service provider C2k, filter information, any breaches of this should be reported at once to the helpline: 08000 931 541.  It is the responsibility of teachers to ensure their class leaves the ICT Suite clean and tidy after use.  Food and drink should not be consumed near ICT equipment.  
· Safe location and supervision of computers in school.
All computers are located in highly visible areas of the school.  In the majority of cases all computer access is supervised, however on occasions, Key Stage 2 pupils may be given permission to use systems independent of staff supervision.  In these cases pupils should be implementing the code of practice. 

· Posture – ergonomics.
The length of time they will be seated during an ICT session will be no longer than an hour.  Children will be made aware of the dangers of prolonged use of computers and incorrect posture
· Interactive Whiteboards, projectors and panels.
As well as instructing the children in the correct use of Interactive Whiteboards, pupils will be instructed of the dangers of looking directly into the beam of the projector.  

7. Photographs, Digital Publishing and Software Licensing.

· Digital and video images of pupils.
In keeping with good practice relating to child protection, parental permission is sought via school Parentmail system for the use of children’s photographs in connection with school. 
In the past children’s photographs have been used in a number of ways:

a. Photographs of children are regularly taken in school of teams, choir, classes or other groups, individual awards or performances, school trips, school events, etc.  Many of these are displayed throughout the school in classrooms and corridors.

b. Photographs of groups and individual children may be put on the school website. Only first names of children will be used. In the unlikely event of any part of the website content causing concern please inform the principal.

c. The school is sometimes promoted through local publications.

d. Photographs are taken of children on special occasions and sent to the local newspaper for publication.

e. Stored and used when forming part of the school’s history, such as anniversary celebrations.

· Making and storing digital and video images.
Digital images of pupils captured within school and on trips are stored within the school server which is managed securely by C2K or on code protected staff ipads.  While the majority are deleted when no longer required, some are stored forming part of the school’s history.  

· Copyright, Intellectual Property Rights and Creative Commons Licenses.
As a school we actively discourage any kind of plagiarism and teach pupils how to conduct internet research in an acceptable way.  This is also applicable to homework.  If staff or pupils are required to use a photograph, song, web page or an article they must observe restriction rights.   
8. E-mail and Netiquette.

The C2k Education Network filtering solution provides security and protection to C2k email accounts. The filtering solution offers scanning of all school email ensuring that both incoming and outgoing messages are checked for viruses, malware, spam and inappropriate content. 
The term “netiquette” comes from the words “network” and “etiquette”.  It refers to maintaining good manners when interacting with others while online.  At Whiteabbey we foster good standards of Internet behaviour and provide guidelines for pupils to follow when communicating in an e-mail or on-line:
a. Keep personal details, name, telephone number and address a secret.

b. Never send a photograph of yourself or your friends to anyone.
c. Always tell your teacher if you receive something that upsets you.

d. Do not send an e-mail that someone else wrote without their permission

e. Always give your message a subject.  This will give readers an idea of what is in the message.  Keep your message short and simple.

f. Remember all e-mails sent from school are traceable by adults.

9. Social Software.

Social software is a generic term for community networks, chat rooms, instant messenger systems, online journals, social networks and Blogs (personal web journals.)   C2K filters out these social networking sites and blocks attempts to circumvent their filters leaving it relatively safe in the school environment. For this reason concern about inappropriate activities would tend to come from use outside the school environment.
The minimum age for sites such as Instagram and Facebook is 13.  Whiteabbey Primary School do not promote the use of these sites or any repercussions that may result from comments posted.   “A Parent’s Guide to Facebook” is available online www.connectsafely.org/safety-advice-articles/facebook-for-parents.html
· Perceived age restrictions on these sites are fairly meaningless and easily circumvented with both adult and child content then available to view.

· When using these outside school, users should be careful about the information they disclose and how they interact with unknown contacts.
· Personal Profiles: When publishing personal profiles on these social areas, users should clearly understand the difference between public which everyone can see and more closed sites where the user selects who they want to see their profile.

· For this reason it is recommended that users should not disclose significant personal information (especially home or e-mail addresses), either in on-line profiles/weblogs or in communications to unknown contacts. 

· Disclosure of personal details leaves users vulnerable and could inadvertently solicit unwelcome interest. 

· In some cases users can be targeted or groomed by ill- intentioned individuals (see Child Protection/Child Exploitation and Online Protection – CEOP)

· The same rules apply when using webcams. 

· As these popular sites become an ever-increasing part of our daily lives, the education of staff, pupils and parents on the safe and responsible use of social software is paramount.

10. Mobile telephones and hand held gaming devices.

Unless in exceptional circumstances or with prior consent received from the Principal, mobile telephones and hand-held gaming devices with downloadable capabilities are prohibited in school on the grounds that they:
a. Are valuable and may be lost, damaged or stolen;

b. Are capable of storing images that are inappropriate;

c. Are capable of connecting to the Internet and accessing websites that are otherwise filtered out by C2K.
11. Management Information Systems.

· Data Protection and school information systems.
Personal data is defined as any combination of data items which identifies an individual and provides specific information about them, their families and their circumstances.  Data stored within school is stored following the good practice principles as outlined in the Data Protection Act 1998. 

· Unauthorised computer use in schools.

Unauthorised access of computer materials, use of the school system for commercial purposes and access of premium rate numbers are all prohibited through the system.

· School systems may not be used for unauthorised commercial transactions.

· Neither teachers nor pupils should use the ICT facilities for private financial gain or for commercial purposes. 

· Systems must not be used to offer, provide, or purchase products or services unless prior approval to do so has been given.
12. Child Protection.

· Cyber Bullying.
Cyber bullying can occur on-line and through mobile phones.  School staff, parents and pupils must work together to prevent such behaviour and to tackle it when it occurs.  

Cyber Bullying can take many different forms and guises including: 

· Email – nasty or abusive emails which may include viruses or inappropriate content. 

· Instant Messaging (IM) and Chat Rooms – potential to transmit threatening or abusive messages perhaps using a compromised or alias identity. 

· Social Networking Sites – typically includes the posting or publication of nasty or upsetting comments on another user’s profile. PLEASE NOTE: Social networking sites such as Facebook adhere to a strict ‘over 13’s’ age policy.
· Online Gaming – abuse or harassment of someone using online multi-player gaming sites. 

· Mobile Phones – examples can include abusive texts, video or inappropriate photo or video messages. 

·  Abusing Personal Information – may involve the posting of photos, personal information, fake comments and blogs, or pretending to be someone online without that person’s permission. 

It is important that pupils are encouraged to report incidents of cyber-bullying to both the school and, if appropriate, the PSNI to ensure the matter is properly addressed and the behaviour ceases. Records of cyber-bullying incidents will be kept to monitor the effectiveness of their preventative activities, and to review and ensure consistency in their investigations, support and sanctions.

Whilst cyber-bullying may appear to provide anonymity for the bully, most messages can be traced back to their creator and pupils should be reminded that cyber-bullying can constitute a criminal offence.
Useful Websites:  
Protection from Harassment (NI) Order 1997 

http://www.legislation.gov.uk/nisi/1997/1180 

Malicious Communications (NI) Order 1988 

http://www.legislation.gov.uk/nisi/1988/1849 

The Communications Act 2003 

http://www.legislation.gov.uk/ukpga/2003/21 

· Risk Assessments

21st century life presents dangers including violence, racism and exploitation from which pupils need to be reasonably protected. At an appropriate age and maturity they will need to learn to recognise and avoid these risks — to become “Internet-wise” and ultimately good “digital citizens”. Pupils are made aware of how to cope if they come across inappropriate material or situations online. 
13. School website and Social Platforms. 

· School Website and Social Media Platforms
The school web site and Facebook page is used to celebrate pupils' work, promote the school and provide information. Editorial guidance will ensure that they reflect the school's ethos, that information is accurate and well-presented and that personal security is not compromised. The Principal and members of the ICT Team ensure common values and quality control. As the school's Web site and Facebook page can be accessed by anyone on the Internet, the school has to be very careful to safeguard the interests of its pupils and staff. The following rules apply. 

· The point of contact on the Web site should be the school address, school e-mail and telephone number. Staff or pupils' home information will not be published. 

· Photographs that include pupils will be selected carefully. Written permission from parents or carers will be obtained before photographs of pupils are published. 

· Pupils' full names will not be used anywhere online, particularly in association with photographs. 

· The school’s social media pages should comply with the school's guidelines for publications. 

Social environments enable any community to share resources and ideas amongst users. Such software allows users to exchange resources, ideas, pictures and video. Examples of social software used in Whiteabbey PS are Collaborate, Zoom, Scratch Microsoft Office 365, Microsoft Teams, seesaw and G Suite. 

The majority of activity in these on-line social sites usually causes no concern. When using desktops and laptops, C2k filters out these social networking sites and blocks attempts to circumvent their filters leaving it relatively safe in the school environment. Careful monitoring needs to take place when pupils are using C2K Wireless on mobile digital devices in order to ensure that inappropriate social networking sites are not accessed. Concerns in relation to inappropriate activities would tend to come from use outside the school environment. 

We regard the education of pupils on the safe and responsible use of social software as vitally important and this is addressed through our Internet Safety Education for pupils. 

APPENDIX 1
ICT Code of Safe Practice
e-Safety and use of mobile digital devices rules

· I will only use ICT in school for school purposes. 

· I will only use my class e-mail address or my own school e-mail address when e-mailing. 

· I will only open e-mail attachments from people I know, or who my teacher has approved. 

· I will not tell other people my ICT passwords. 

· I will only open/delete my own files. 

· I will make sure that all ICT contact with other children and adults is responsible, polite and sensible. 

· I will not deliberately look for, save or send anything that could be unpleasant or nasty. If I accidentally find anything like this I will tell my teacher immediately. 

· I will not give out my own details such as my name, phone number or home address. I will not arrange to meet someone unless this is part of a school project approved by my teacher and a responsible adult comes with me. 

· I will be responsible for my behaviour when using ICT because I know that these rules are to keep me safe. 

· I will not use my mobile phone or other personal digital devices in school 

· I know that my use of ICT can be checked and that my parent/ carer contacted if a member of school staff is concerned about my e-Safety. 

Appendix 2  - ICT Code of Safe Practice for Staff
e-Safety and use of Digital Devices Rules
ICT (including data) and the related technologies such as e-mail, the internet and mobile devices are an expected part of our daily working life in school. This code of practice is designed to ensure that all staff are aware of their professional responsibilities when using any form of ICT. All staff are expected to agree to this code of practice and adhere at all times to its contents. Any concerns or clarification should be discussed with the school e-Safety coordinator or the principal. 

I will only use the school’s email / Internet / Intranet / Learning Platform and any related technologies for professional purposes or for uses deemed ‘reasonable’ by the Principal or Board of Governors. 

I will comply with the ICT system security and not disclose any passwords provided to me by the school or other related authorities 

I will ensure that all electronic communications with pupils and staff are compatible with my professional role. 

I will not give out my own personal details, such as mobile phone number and personal e-mail address, to pupils. 

I will only use the approved, C2k, secure e-mail system for any school business. 

I will ensure that personal data is kept secure and is used appropriately, whether in school, taken off the school premises or accessed remotely. Personal data can only be taken out of school or accessed remotely when authorised by the Principal or Board of Governors. Personal or sensitive data taken off site must be encrypted. 

I will not install any hardware or software without permission of the ICT Coordinator/principal 

I will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory. 

Images of pupils and/ or staff will only be taken, stored and used for professional purposes in line with school policy and with written consent of the parent, carer or staff member. Images can only be taken using school digital devices and will not be distributed outside the school network without the permission of the parent/ carer, member of staff or Principal. 

I understand that all my use of the Internet and other related technologies can be monitored and logged and can be made available, on request, to my Principal. 

· I will respect copyright and intellectual property rights.
I will ensure that my online activity, both in school and outside school, will not bring my professional role into disrepute. 

I will support and promote the school’s e-Safety and Data Security policies and help pupils to be safe and responsible in their use of ICT and related technologies. 

User Signature 
I agree to follow this code of practice and to support the safe and secure use of ICT throughout the school 
Signature …….………………….………………. Date ……………………
The school may exercise its right to monitor the use of the school’s computer systems, including access to web-sites, the interception of e-mail and the deletion of inappropriate materials where it believes unauthorised use of the school’s computer system may be taking place, or the system may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound.

Appendix 3 

Additional Advice for Parents with Internet Access at home 

1. Parents should discuss with their children the school rules for using the Internet and implement these at home. Parents and children should decide together when, how long and what constitutes appropriate use; 

2. Parents should get to know the sites their children visit and talk to them about what they are learning; 

3. Parents should consider using appropriate Internet filtering software for blocking access to unsavoury materials. Further information is available from Parents’ Information Network (address below); 

4. It is not recommended that any child under 16 should be given unmonitored access to newsgroups or chat facilities; 

5. Parents should ensure that they give their agreement before their children give out personal identifying information in any electronic communication on the Internet, such as a picture, an address, a phone number, the school name or financial information such as credit card or bank details. In this way they can protect their children and themselves from unwanted or unacceptable overtures from strangers, from unplanned expenditure and from fraud. 

6. Parents should encourage their children not to respond to any unwelcome, unpleasant or abusive messages and to tell them if they receive any such messages or images. If the message comes from an Internet service connection provided by the school they should immediately inform the school. 

7.The minimum age for sites such as Instagram, snapchat and Facebook is 13.  Whiteabbey Primary School do not promote the use of these sites or any repercussions that may result from comments posted

Further advice for parents is available from the following sources: 

· http://www.thinkuknow.co.uk Thinkuknow - a mock cybercafé which uses online role-play to help children from 5 to 16+ explore a range of issues. 

· http://www.careforthefamily.org.uk/pdf/supportnet/InternetSafety.pdf Aimed at parents and carers, there is a great deal of very clear information about chat rooms, social networking sites, email and much more. 

· http://www.parentscentre.gov.uk/usingcomputersandtheinternet A very comprehensive site aimed at parents and carers. Includes many articles and external links to other helpful sites. 

· http://www.bbc.co.uk/webwise Includes an ‘Internet for Beginners’ course and a tool for answering your internet related questions. 

· http://www.kidsmart.org.uk/ Explains the SMART rules for safe internet use and lots more besides. 

· http://www.ceop.gov.uk/ The government’s Child Exploitation and Online Protection Centre (CEOP) 

· http://www.parents.vodafone.com Vodafone’s site is designed to help parents and carers develop an understanding of their child’s internet use. 
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E-Safety Incident





Child or young person at risk





Illegal content





Illegal activity





Report to IWF and/or police





Report to Police





Report to ICT Coordinator or deputy, principal, child protection officer and/or LSCB e-safety officer





Review policies and technical tools and share experience and practice as required





If no illegal material or activity is confirmed revert to internal disciplinary procedures for staff





Unsuitable materials





Illegal material or activity found or suspected





Report to CEOP (but police if risk of immediate danger)





If child or young person: review incident and decide on appropriate course of action, applying sanction as necessary





If staff: review incident and decide on appropriate course of action, applying sanction as necessary





Secure and preserve evidence





Await police/IWF/CEOP response





Debrief on incident





If illegal material or activity is confirmed, the police or relevant authority will deal with the incident.





Debrief on e-safety incident 





Monitor situation








